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1 IntroductionThe Chinese Remainder Theorem states that a positive integer m is uniquely speci�ed by itsremainder modulo k relatively prime integers p1; : : : ; pk, provided m < Qki=1 pi. Thus if we pickn > k relatively prime integers p1 < � � � < pn such that m < Qki=1 pi, then the remainders of mmodulo the pi's form a redundant representation of m. Speci�cally, m can be recovered given anyk of the n remainders.This redundancy property of the Chinese remainder representation has been exploited often intheoretical computer science. The Karp-Rabin pattern matching algorithm is based on this re-dundancy [16]. This representation was used to show the strength of probabilistic communicationover deterministic communication protocols (cf. [20, Exercise 3.6]). The representation allows foreasy arithmetic | addition, subtraction, and multiplication | on large integers and was evenproposed by Watson and Hastings [41] as a potential representation for numbers in computers1.The ability to reduce computation over large integers to that over small integers is also employedin complexity-theoretic settings, with a notable example being its use in showing the hardness ofcomputing the permanent of 0=1 matrices [39].In the context of error correction, this representation of integers yields a natural error-correctingcode that has been studied extensively in the literature (see [35, 19] and the references therein). Thecentral property that allows for the correction of error is that for any two integers m;m0 < Qki=1 pi,the sequences f(m mod p1); : : : ; (m mod pn)g and f(m0 mod p1); : : : ; (m0 mod pn)g (which we viewas encodings of m and m0, respectively), di�er in at least n � k + 1 coordinates. This di�erence(or distance) has the following implication. Consider a sequence of integers hr1; : : : ; rni that areobtained by taking residues of an integer m < Qki=1 pi modulo p1 < � � � < pn, where e of theresidues are erroneous . In other words, hr1; : : : ; rni di�ers from the code-word representing m ine coordinates. Then the Chinese Remainder Theorem indicates that for e < n�k2 there exists aunique code-word that di�ers from hr1; : : : ; rni in at most e coordinates. Thus, for such boundederror, m is uniquely speci�ed by the vector hr1; : : : ; rni.The �rst algorithmic question that arises is whether, under the above conditions, it is possibleto recover m in polynomial time (i.e., in time polynomial in n and log pn). This question wasanswered a�rmatively by Mandelbaum [25, 26]. Mandelbaum gives an e�cient algorithm for theabove Unique Decoding problem when e < n�k2 , provided that the pi's are very close. Speci�cally,his algorithm runs in time2 poly nXi=1 log pi! � Qni=(n+k)=2 piQ(n+k)=2i=k piNote that the ratio may be exponential in n� k, even if pn = p1+o(1)1 (e.g., if pi � n+1n � pi�1 for alli's and n = 3k then the ratio is approximately exp(n=9)).We present and analyze a variant of Mandelbaum's algorithm. This variant can be implementedin almost-linear time, and solves the unique decoding problem when e � logp1log p1+logpn � (n� k). Notethat for pn = p1+o(1)1 , we have log p1log p1+log pn � 12+o(1) , and for pi � n+1n � pi�1 we have logp1logp1+log pn �12 � 14 logp1 .1Unfortunately, it does not allow for easy divisions or inequality comparisons | which is presumably why it wasnot employed.2Mandelbaum's paper does not provide an explicit analysis of the running-time. The poly(�) factor is actuallyalmost linear. 2



The main focus of our work is the study of the decoding problem for larger error. In this case thereis no unique code-word that di�ers in at most e coordinates from the received word hr1; : : : ; rni.However, as long as e � n � pnk, there exists a small list containing all integers whose Chineseremainder representations di�er from the vector hr1; : : : ; rni in at most e coordinates [12]. In thispaper we present an e�cient algorithm for recovering this list in polynomial time. More precisely,the algorithm solves the following task:List Decoding (for large error): Given n relatively prime integers p1 < � � � < pn; n residuesr1; : : : ; rn, with 0 � ri < pi; and an integer k; construct a list of all integers m satisfyingm < Qki=1 pi and (m mod pi) = ri for at least q2n(k + 2) logpnlog p1 + k+32 + 2 logn =�(qnk log pnlogp1 ) values of i 2 f1; : : : ; ng. (Theorem 11.) (We comment that this listcontains at most p2n=k integers; cf., [12].)Coding theory context. The better known examples of asymptotically good error-correctingcodes with e�cient algorithms can be classi�ed in one of two categories:1. Algebraic codes: These are codes de�ned using the properties of low-degree polynomials over�nite �elds and include a wide variety of codes such as Reed-Solomon codes, BCH codes, Alter-nant codes and algebraic-geometry codes. Such codes admit e�cient error-correction algorithms;in fact all the algorithms (for unique-decoding) are similar in spirit and can be uni�ed quitenicely [29, 18, 8].2. Combinatorial codes: A second class of codes with e�cient decoding algorithms evolve fromcombinatorial concepts such as expanders, super-concentrators etc. Examples of this familyinclude the codes of Sipser and Spielman [34], and Spielman [36]. In both cases, the descriptionof the code is captured by a graph; and the existence of a decoding algorithm is then related tocombinatorial properties of the graph.By extending the work of Mandelbaum [25, 26] (see also [3]), our work contributes to broadeningthe study of e�ciently decodable error-correcting codes, to include a number-theoretic code. Tothe best of our knowledge { this is the only example which does not fall into one of the two classesabove.Our algorithms are obtained by abstracting from known paradigms for correcting algebraic codes:The unique-decoding algorithm abstracts from a large collection of (unique) error-correcting algo-rithms for algebraic codes [30, 4, 27, 42, 5]. In fact, an elegant uni�cation of these results (see[29, 18, 8] or the technical report version of this paper [11]) provides the inspiration for our al-gorithm. The list-decoding algorithm abstracts from the recent works on list-decoding algorithmsfor algebraic codes [1, 37, 33, 13]. We stress however, that the translation of the above mentionedalgorithms to our case is not immediate. In particular, the usual \interpolation" methods, thatcome in very handy in the algebraic case are not applicable here. In fact the Chinese Remaindercode is not even linear in the usual sense and so linear algebra is not applicable in our case. Thusfor solving analogies of \simple" problems in the algebraic case, we employ the continued-fractionmethod for the Unique Decoding task, and the approximate basis reduction algorithm [21] for theList Decoding task. Our �nal algorithms achieve decoding capabilities comparable to those in al-gebraic cases. In particular, the list-decoding algorithm recovers from n � o(n) errors, providedpn = pO(1)1 and k = o(n). 3



Applications. As mentioned earlier the Chinese Remainder code is used naturally in many places.We suspect the decoding algorithm could be of use in some of these applications. At this point weare aware of some scenarios in which the decoding algorithm(s) for the Chinese Remainder codeare of use. In Section 5, we describe the applicability of the Chinese Remainder code and thedecoding algorithm in \secret sharing" as an alternate to Shamir's scheme [32]. (The latter usedthe properties of the Reed-Solomon code). In the technical report version of this paper [11], anapplication to the \average-case complexity of computing the permanent of random matrices" isalso given. One more case where the list-decoding algorithm for the CRT code has been utilized isin a result of H�astad and N�aslund [14] who utilize the list-decoding algorithm for the CRT code (aspart of a more involved algorithm) to show that all the individual bits of ax+b mod p are \secure"given a; b; p and f(x) for any \one-way function" f .Organization of this paper. In Section 2 we de�ne the Chinese Remainder Code. In Section 3we describe the unique decoding algorithm for the Chinese Remainder Code (in case of small error),and in 4 we give the list-decoding algorithm (in case of large error). In Section 5 we describe theapplication of the Chinese Remainder Code to secret sharing.2 The Chinese Remainder CodeNotation: For positive integersM;N , LetZM denote the set f0; : : : ;M�1g, and let [N ]M denotethe remainder of N when divided by M . Note that [N ]M 2ZM.De�nition 1 (Chinese Remainder Code) Let p1 < � � � < pn be relatively prime integers, andk < n an integer. The Chinese Remainder Code with basis p1; : : : ; pn and rate k is de�ned formessage space ZK, where Kdef= Qki=1 pi. The encoding of a message m 2ZK, denoted Ep1;:::;pn(m),is the n-tuple h[m]p1; : : : ; [m]pni.Thus the Chinese Remainder Code does not have a \�xed alphabet" (the alphabet depends on thecoordinate position) and it is not linear in the usual sense (as the natural arithmetic here is donemodulo pi for the i'th coordinate). Distance of a code can however be de�ned as usual; i.e., thedistance between two \words" of block length n is the number of coordinates on which they di�er;and the distance of a code is the minimum distance between any pair of distinct codewords. Thedistance properties of this code are very similar to those of Reed-Solomon and BCH codes; andfollow immediately from the Chinese Remainder Theorem:Theorem 2 (Chinese Remainder Theorem | CRT) If q1; : : : ; q` are relatively prime posi-tive integers and r1; : : : ; r` are integers such that ri 2 Zqi, then there exists a unique integerr 2 ZQì=1 qi such that [r]qi = ri. Furthermore, r = hPì=1 ci �Qi � riiQ, where Q = Qj̀=1 qj,Qi = Q=qi, and ci is the multiplicative inverse modulo qi of Qi.Corollary 3 For any n relatively prime integers p1; : : : ; pn and any integer k < n, the ChineseRemainder Code with basis p1; : : : ; pn and rate k has distance n � k + 1. That is, for any twomessages m1; m2, the code words Ep1;:::;pn(m1) and Ep1;:::;pn(m2) disagree on at least n � k + 1coordinates. 4



Thus if p1; : : : ; pn are all (1 + o(1)) � logn-bit primes, then the information rate and the distanceof the Chinese Remainder Code are comparable with those of the Reed-Solomon code or the BCHcode. For our purposes, it is more useful to consider a variant of the notions of block length, rateand distance as de�ned below.De�nition 4 (amplitude) For a Chinese Remainder Code with basis p1; : : : ; pn and rate k, theamplitude of the encoding is de�ned to be N = Qni=1 pi; the amplitude of the message spaceis de�ned to be K = Qki=1 pi. For vectors ~v = hv1; : : : ; vni and ~w = hw1; : : : ; wni 2 Zn withvi; wi 2 Zpi, the amplitude of the distance between ~v and ~w is de�ned to be Qi:vi 6=wi pi. Theamplitude of agreement between ~v and ~w is de�ned to be Qi:vi=wi pi. Notice that the product of theamplitudes of agreement and distance equals the amplitude of the encoding.It is easy to see that if the distance between ~v and ~w is d, and the amplitude of the distancebetween ~v and ~w is D; then d log p1 � logD � d log pn. In case of traditional codes that arede�ned over �xed alphabets, i.e., p1 = p2 = � � � = pn, d is directly proportional to logD and hencethere is no need to consider the latter separately. In our case, the latter parameter provides a morere�ned look at the performance of the algorithms. From the Chinese Remainder Theorem it followsimmediately that the amplitude of distance between any two codewords is larger than N=K.Our goal is to solve the following error-correction problems (for as large an error parameter aspossible).The Error-correction/List decoding ProblemGiven: (1) n relatively prime integers p1 < � � � < pn and rate parameter k specifying a ChineseRemainder Code; (2) n integers r1; : : : ; rn, with ri 2Zpi and an error-parameter e.Task: Find (all) message(s) x 2ZK, where K = Qki=1 pi, s.t. [x]pi 6= ri for at most e values of i.It follows from the distance of the Chinese Remainder Code that the answer is unique if e < n�k2 .In this case the problem corresponds to the traditional error-correction problem for error-correctingcodes. If e is larger, then there may be more than one solution. We will expect the algorithm toreturn a list of all codewords x with at most e errors.3 The Decoding Algorithm for Small ErrorThe �rst algorithm we present is a simple algorithm to recover from a small number of errors. Thealgorithm is very similar to Mandelbaum's algorithm [26], but is presented and analyzed slightlydi�erently. In particular, we simplify the description of the algorithm by invoking a powerfulalgorithm for integer programming in small dimensions, due to Lenstra [22]. The algorithm recoversfrom error of amplitude at most pN=K. Translating to classical measures this yields an error-correcting algorithm for e � (n�k) logp1logp1+log pn (and in particular, if pn = pO(1)1 , then the algorithmcan handle a constant fraction of errors).The algorithm is described below formally. The inspiration for the algorithm comes from a generalparadigm for decoding of many algebraic codes (see [29, 18, 8] or the technical report version of thispaper [11]). Given a received word hr1; : : : ; rni that is close to the encoding of (a unique) messagem, the algorithm Unique-Decode tries to �nd two integers y and z such that y �m = z. To thisend it �rst reconstructs the integer r 2ZN that corresponds to the received word hr1; : : : ; rni (i.e.,5



[r]pi = ri, for every i). It then searches for integers y and z such that y � r � z (modN) (whereN = Qni=1 pi), and both y and z are of bounded sizes. In the analysis of the algorithm we showthat the equality (modulo N) between r � y and z together with the restrictions on the sizes of yand z implies that y �m is equal to z (over the integers). Furthermore, (as we show in the technicalreport version of this paper [11]), y has the following error-detection property: For every index isuch that ri 6= [m]pi , it holds that [y]pi = 0, and moreover, the message m can be reconstructedfrom the remaining ri's. Though we do not use this property explicitly in the algorithm describedbelow (as well as in its analysis), it can be used to obtain a variant of the algorithm, (describedin [11]), which is more clearly related to the general decoding paradigm.Unique-Decode(p1 ; : : : ; pn; k; r1; : : : ; rn).Set K = Qki=1 pi, N = Qni=1 pi, and let E be an integer to be determined later.Let r 2ZN be s.t. ri = [r]pi (as de�ned by CRT).1. Find integers y; z s.t. 1 � y � E0 � z < N=Ey � r � z (modN) 9>=>; (1)2. Output z=y if it is an integer.The above algorithm can be implemented in polynomial time in the bit sizes of p1; : : : ; pn. Step 2is straightforward. The main realization is that Step 1 can be computed using an algorithm forinteger programming in �xed number of variables, due to Lenstra [22]. To see how to formulateour problem in this way, we let the �nal equality be expressed as y � r = z + x �N . Our task thusreduces to computing y and x s.t 0 < y � E and 0 � y � r � x �N < N=E. In the technical reportversion of this paper [11] we also show how the method of continued fractions leads to a nearlylinear time algorithm for this task.We now analyze the performance of this algorithm. We �rst describe it in terms of the amplitudeof the distance between the message m and the received word r.Lemma 5 If r is such that for some m 2ZK the amplitude of the distance between hr1; : : : ; rni andh[m]p1; : : : ; [m]pni is at most E, and E < pN=(K � 1), then Unique-Decode(p1 ; : : : ; pn; k; r1; : : : ; rn)returns m.We prove the lemma using the following two claims.Claim 5.1 Under the premises of Lemma 5 there exist y; z satisfying Eq. (1).Claim 5.2 Under the premises of Lemma 5, for any pair (y; z) satisfying Eq. (1) it holds thaty �m = z.We prove the two claim momentarily, and �rst show how Lemma 5 follows from the claims.6



Proof of Lemma 5: By Claim 5.1, Step 1 of the algorithm always returns a pair (y; z) satisfyingEq. (1). By Claim 5.2, any pair (y; z) that may be the outcome of Step 1 satis�es y �m = z. Thusz=y = m is an integer and the output of the algorithm is m.We now prove Claims 5.1 and 5.2.Proof of Claim 5.1: Let y = Qfijri 6=[m]pig pi (so that y equals the amplitude of the distancebetween hr1; : : : ; rni and h[m]p1; : : : ; [m]pni), and z = y �m. Then notice that y 6= 0, and y � E,and so the �rst item of Eq. (1) holds. Since m � K � 1, we have z = m � y � (K � 1) �E. UsingE < N=((K � 1)E) (so that (K � 1) �E < N=E), and since z � 0, the second item of Eq. (1) alsoholds. Finally, by CRT, the condition y � r � z (modN) holds since the condition holds moduloevery pi: For any �xed i 2 f1; : : : ; ng, either ri = [m]pi or [y]pi = 0. In either case, we havez = ym � yr (mod pi).Proof of Claim 5.2: For every i s.t. [m]pi = ri, we havey �m � y � [m]pi � y � ri � y � r � z (mod pi) :Thus, by CRT, y �m � z (mod T ) where T = Qfi j [m]pi=rig pi � N=E is the amplitude of theagreement between hr1; : : : ; rni and h[m]p1; : : : ; [m]pni. But z < N=E andm �y � (K�1)E < N=E.Thus z = m � y.As an immediate consequence of Lemma 5, and the observation relating amplitudes of distance toclassical distance, we get the following theorem.Theorem 6 Unique-Decode(p1 ; : : : ; pn; k; r1; : : : ; rn) solves the error-correction problem in poly-nomial time for any value of the error parameter e � (n � k) log p1log p1+log pn , with the settingE = Qni=n�e+1 pi.Proof: Using N = Qni=1 pi, K = Qki=1 pi and E = Qni=n�e+1 pi, Lemma 5 can be applied ifE2 � N=K (as N=K < N=(K � 1)). Namely, it su�ces that (Qni=n�e+1 pi)2 � Qni=k+1 pi, which isequivalent to Qni=n�e+1 pi � Qn�ei=k+1 pi. In turn this condition holds if pen � pn�k�e1 . The theoremfollows by taking logarithms of both sides.4 Decoding for Large ErrorIn this section we will describe an algorithm that recovers from possibly many more errors thandescribed in the previous section. In particular, if we �x k = �n and let n ! 1, the fraction oferrors that can be corrected goes to 1 �q2� logpnlogp1 . As � ! 0, this quantity approaches 1. Thisalgorithm is inspired by the recent progress in list-decoding algorithms [1, 37, 33, 13]. Our algorithmand analysis follow the same paradigm, though each step is di�erent.The algorithm List-Decode can be viewed as a generalization of Unique-Decode. In both algorithms,given the received word hr1; : : : ; rni, the algorithm �rst �nds, using CRT, an integer r 2 ZN7



corresponding to the received word (i.e., [r]pi = r for every i). In Unique-Decode the algorithmthen attempts to �nd integers y and z (restricted in size), such that y � r � z (mod N), andoutputs z=y. In other words, the algorithm searches for integers y; z satisfying y � r � z � 0(mod N), and outputs the (unique) root of the (degree-1) polynomial y � x� z. In List-Decode, thealgorithm instead searches for a sequence of integers c0; : : : ; c` (of certain bounded sizes), such thatPi ciri � 0 (mod N) and outputs all roots of the polynomial Pi cixi. As we show subsequently,the increase in the degree of the polynomial that the algorithm searches for (together with theparticular restrictions on the sizes of its coe�cients) allows us to decode for much larger error.List-Decode(p1; : : : ; pn; k; r1; : : : ; rn).Set N = Qni=1 pi; K = Qki=1 pi; and F = 2 `+22 � p`+ 2 �N 1`+1 � K `+12 , with ` to be determinedshortly.Let r 2ZN s.t. [r]pi = ri for every i (as de�ned by CRT).1. Find integers c0; : : : ; c` satisfying80 � i � l jcij � FKis.t. Pì=0 ciri = 0(modN)hc0; : : : ; c`i 6= ~0 9>=>; (2)2. Output all roots of the integer polynomial C(x) =Pì=0 cixi.The running time of Step 2 above is easily bounded by a polynomial in n; `; logN and logF . Forexample, one can use the algorithm for factoring polynomials over the integers due to Lenstra,Lenstra and Lovasz [21] (LLL). Faster algorithms are also known for the simpler task of \root-�nding". (In particular, one may use classical results on the bound of real roots to isolate an intervalwhich includes all the real roots of the given polynomial. Then one may perform binary search toapproximate the real roots, using the method of Sturm sequences to determine the number of realroots in any interval. For details on the bounds of roots and the method of Sturm sequences, c.f.Mishra [28, Sections 8.3 and 8.4]. Finally since we are only interested in integer roots, an additiveapproximation of say 1=3 su�ces to determine them. Based on these ideas it is possible to obtainan algorithm with running time O(l3(logF )3) to list all integer roots of a degree l polynomial withcoe�cients in the range [�F;+F ]. Faster implementations may be possible, but we are unaware ofany published work.)The more involved task is Step 1 and we will show how to implement it in polynomial time. Mainlythe idea is to set up a lattice whose short vectors correspond to small values of the coe�cients ci's.We show �rst that very small vectors of this form exist; and then use the basis reduction algorithmof LLL [21] to �nd short (but not shortest) vectors in this lattice; and this will su�ce for Step 1.Lemma 7 (Algorithm for Step 1.) ci's as required in Step 1 of List-Decode exist and can befound in polynomial time. 8



Proof: We set up an `+2-dimensional integer lattice using basis vectors v0; : : : ; v` and w describednext. Let M be a very large integer (to be determined later as a function of N and `). Forj 2 f0; : : : ; `+ 1g, the jth coordinate of the vector vi, denoted (vi)j is given by:(vi)j = 8><>: Ki if j = iM � ri if j = `+ 10 otherwise.The vector w is zero everywhere except in the last coordinate where (w)`+1 =M �N .A generic vector in this lattice is of the form u = Pì=0 civi + dw, for integers c0; : : : ; c` and d.Explicitly the jth coordinate of u is given by:(u)j = ( cjKj 0 � j � `M � (Pì=0 ciri + dN) if j = `+ 1:We are interested in showing that this lattice contains \short" vectors whose last coordinate equals0, and every other coordinate has absolute value at most F (thus satisfying Eq. (2)). Furthermore,we would like to show that such vectors can be found e�ciently. To his end, we �rst prove thefollowing technical lemma.Lemma 8 For integers r;N if B0; : : : ; B` are positive integers such that Qì=0Bi > N , then thereexist integers c0; : : : ; c`, such that jcij < Bi, hc0; : : : ; c`i 6= ~0 and Pì=0 ciri � 0 (mod N).Proof: Consider the function f : ZB0 � � � � �ZB` ! ZN given by f(c0; : : : ; c`) = [Pì=0 ciri]N .Since the domain has larger cardinality than the range, there exist di�erent hd0; : : : ; d`i andhe0; : : : ; e`i s.t. f(d0; : : : ; d`) = f(e0; : : : ; e`). Setting ci = di � ei, we get jcij < Bi, Pi ciri = 0, andhc0; : : : ; c`i 6= ~0 as required.Using Lemma 8 with Bi = N 1`+1 �K `+12 �i, we observe that the lattice de�ned above has a (short)non-zero vector (where the ci's are as guaranteed by the lemma and d = �Pì=0 ciri=N) withthe last coordinate identically 0, and each other coordinate has absolute value at most Bi �Ki =N 1`+1 � K `+12 . Thus, the L2-norm of this vector is at most p`+ 2 � N 1`+1 � K `+12 . By using the\approximate shortest vector" algorithm of [21], we �nd, in polynomial time, a vector of L2-normat most F = 2 `+22 � p`+ 2 �N 1`+1 �K `+12 . For su�ciently large M (any M > F will do), all \short"vectors (i.e., with L2-norm at most F ) have a last coordinate identical to 0, and thus yield asequence of ci's satisfying Pi ciri � 0 (mod N) and jci �Kij � F . This sequence is as required inStep 1.Now we move on to Step 2 of List-Decode. We argue next that any solution to the list-decodingproblem is a root of the polynomial whose coe�cients are given by any solution to Step 1. Insteadof performing the analysis in terms of the amount of error in the received word, we do so in termsof the amount of agreement with some message.Lemma 9 If r is such that for some m 2ZK the amplitude of the agreement between hr1; : : : ; rniand h[m]p1; : : : ; [m]pni is greater than 2(`+ 1)F , and c0; : : : ; c` are integers satisfying Eq. (2), thenPj̀=0 cjmj = 0 (i.e., m is a root of the polynomial C(x)).9



Proof: We �rst observe that since the cj 's are small, Pj cjmj is small in absolute value:������X̀j=0 cjmj������ � (`+ 1) �maxj fjcjmj jg� (`+ 1) �maxj fjcjKj jg� (`+ 1) � F:Now we observe that for i such that [m]pi = ri it holds thatX̀j=0 cjmj � X̀j=0 cj [m]jpi � X̀j=0 cjrji � X̀j=0 cjrj � 0 (mod pi):De�ne P = Qfijri=[m]pig pi. By CRT, Pj̀=0 cjmj � 0 (mod P ). Since the sum Pj̀=0 cjmj hasabsolute value at most (`+1)F , the hypothesis P > 2 � (`+1)F implies that the sum is identicallyzero as required.As an immediate consequence of the last two lemmas, we get a proof of the correctness of List-Decode. The following proposition describes the performance in terms of amplitude (for any choiceof `).Proposition 10 For any choice of the parameter `, List-Decode(p1; : : : ; pn; k; r1; : : : ; rn) producesa list of up to ` integers which includes all messages m 2ZK such that the amplitude of agreementbetween h[m]p1; : : : ; [m]pni and ~r is at least 2(`+ 2)3=22 `+22 N 1`+1K `+12 .Proof: By Lemma 7, ci's satisfying Eq. (2) exist and are found in Step 1. By Lemma 9, any mas in the lemma is a root of the polynomial Pj cjxj , and thus is included in the output.The following theorem is obtained by optimizing the choice of the parameter ` in the above propo-sition.Theorem 11 List-Decode(p1; : : : ; pn; k; r1; : : : ; rn) with parameter ` = lq2n log pnk log p1 � 1m solves theerror-correction problem in polynomial time, for e < n �q2(k+ 3)n logpnlogp1 � k+62 .Remark: If k=n = �, then the above theorem indicates that approximately 1�r2 � � logpnlogp1 � � ���=2fraction of errors can be corrected. In particular, if log pnlog p1 is �xed (say, pn � p21) and � ! 0, thenthis fraction approaches 1.Proof: Suppose we want to �nd all codewords which agree with hr1; : : : ; rni on t coordinates.Setting f1def=(`+ 2)3=2 and f2def=2 `+22 , and applying Proposition 10, it su�ces to show thattYi=1 pi � f1 � f2 �  nYi=1 pi! 1`+1 � kYi=1 pi! `+1210



Setting t = t1 + t2 + t3, we will �nd t1; t2; t3 s.t.pt11 � f1 (3)pt21 � f2 (4)and t3Yi=1 pi �  nYi=1 pi! 1`+1 �  kYi=1 pi! `+12 (5)We start with an analysis of the last inequality. For this we need t3Yi=1 pi!1� 1`+1 � 0@ nYi=t3+1 pi1A 1`+1 �  kYi=1 pi! `+12Let q = (Qki=1 pi)1=k. Then q � p1 and (Qt3i=1 pi) � qt3 , provided t3 � k. Thus it su�ces to showqt3`=(`+1) � p(n�t3)=(`+1)n � qk� `+12 (6)Fact: Eq. (6) holds if t3 � k(`+1)2 + n logpn(`+1) logp1 and ` � 1.Proof: By the hypothesis, t3 � k and so�t3 � k(`+ 1)2 � log p1 � n`+ 1 log pn) � ``+ 1 t3 � k(`+ 1)2 � log q � n � t3`+ 1 log pn) `t3`+ 1 log q � n� t3`+ 1 log pn + k(`+ 1)2 log qand Eq. (6) follows. 2Setting ` + 1 = lq2n log pnk log p1 m, shows that t3 = q2kn log pnlog p1 + k2 su�ces to achieve Eq. (5). Thissetting of ` also implies that to satisfy Eq. (4), which is equivalent to t2 � `+22 logp1 , it su�ces to sett2 = q2n log pnk log p1 + 32 . Finally, to satisfy Eq. (3), which is equivalent to t1 � 3 log(`+2)2 log p1 , it su�ces toset t1 = log(2n logpn=k log p1)log p1 , which is smaller than 2 log t2= log p1 � t2.Thus we �nd that it su�ces to havet = 2s2n log pnk log p1 + 3 +s2kn log pnlog p1 + k2= �1 + 2k� �s2kn log pnlog p1 + k + 62< r1 + 3 � 2k �s2kn log pnlog p1 + k + 62= s2(k+ 3)n log pnlog p1 + k + 62Setting e < n � t yields the theorem. 11



Comparison with [1, 37] Our algorithm List-Decode is similar to those of [1, 37] in the basicsteps. In their case also, they �rst �nd a polynomial \explaining" the corrupted word and thenfactor it to retrieve a list of messages. However the speci�cs are quite di�erent: They look for abivariate polynomial explanation; their criterion is to �nd a non-zero polynomial of low degree;they �nd it by solving a linear system; and then employ a bivariate factorization step. We lookfor a univariate polynomial explanation; our criterion is the size of the coe�cients; we �nd it by(essentially) solving Diophantine systems; and �nally employ univariate factorization. Similarly ouranalysis follows the same steps. The existence proof (Lemma 8) is similar to an analogous step in[37]; though our proof here appears to be more general than his proof. In particular, the pigeonholeargument could also be applied to his case achieving analogous results. Finally, Lemma 9 is alsoanalogous in spirit to similar lemmas in [1, 37] - again our proofs are di�erent since our criteria aredi�erent.5 Secret Sharing based on CRTThe CRT code has been proposed as a alternate method for implementing secret-sharing [7, 2].The scheme is based on the CRT-code, analogously to the way Shamir's secret-sharing scheme [32]is based on Reed-Solomon codes. The existence of decoding algorithms for the CRT code enhancesthe power of such a secret-sharing scheme. In this section, we formally analyze the secrecy preservedby such a scheme. First we recall the notion of a secret sharing scheme.Loosely speaking, a secret sharing scheme is a method for a (honest) dealer to distribute its secretamong n parties, giving each party a share of the secret, so that the following two conicting goalsare achieved1. any large enough collection of parties can e�ciently recover the secret; but2. no small coalition of parties can obtain any information about the secret.The collection of parties in item (1) is thought of as a collection of available honest parties, whereasthe coalition in item (2) refers to a coalition of dishonest parties. Typically, a secret sharing schemeis de�ned in terms of two thresholds, t1 and t2 (s.t., t1 > t2), corresponding to the above two items.Below we relax item (2), introduce a parameter bounding the information leakage, and requirethat the information leaked about the secret to any subset of up-to t2 parties is bounded by thisparameter.3 We mention that secret sharing is one of the most widely used tools in Cryptography.Recall that in Shamir's scheme, for parameters t < n and q > n, one is given a secret s 2 GF(q)and shares it among n parties by uniformly selecting a degree t polynomial, p, over GF(q) withfree term s, and handing p(i) to the ith party. Clearly, any t+ 1 parties can recover the secret (byinterpolation), whereas no set of t parties obtains any information about the secret. In abstractterms, Shamir's scheme consists of selecting a random codeword among those of a certain \label",and giving each party a block of bits in the codeword. We can do the same in case of the CRTcode, and our secret sharing scheme follows.Construction 12 (The CRT secret-sharing scheme):3The actual formulation will be slightly di�erent: We will bound the statistical di�erence between t2 sharesgenerated for any two possible secrets. 12



parameters: t < n and primes p0 < p2 < p1 < � � � < pn.sharing: To share a secret a0def= s 2 GF(p0) one does the following1. uniformly selects a1 2 GF(p1),..., at 2 GF(pt);2. �nds x 2ZQti=0 pi so that x � ai (mod pi), for i = 0; 1; :::; t;3. sets the ith share to be x mod pi, for i = 1; :::; n.reconstructing: Given any t + 1 shares, si1 ; :::; sit+1, corresponding to parties i1; :::; it+1, onereconstructs the secret as follows1. �nds y 2ZQt+1j=1 pij so that y � sij (mod pij ), for j = 1; :::; t; t+ 1.2. recover the secret to be (y mod p0).We �rst show that the reconstruction indeed works. Consider x and y as computed in Step (2)of the Sharing procedure and Step (1) of the Reconstruction procedure, respectively. Clearly,y � x (mod pij), for j = 1; :::; t; t + 1. Viewing x and y as non-negative integers, we havex < Qti=0 pi < Qt+1j=1 pij and x = y. Thus, y � x (mod pi) for every i = 0; 1; :::; t, and y � s(mod p0) follows. On the other hand, the �rst t shares yield no information about the secret. Asfor other sets of upto t shares, here some information about the secret is leaked, but we can upperbound its amount.Proposition 13 Let s; s0 2 GF(p0), let r1; :::; rt be chosen as in Step (1) of the Sharing procedure,and let X(s) (resp., X(s0)) denote the value computed in Step (2). Then, for every set I � [n] ofindices, the statistical di�erence between (X(s) mod Qi2I pi) and (X(s0) mod Qi2I pi) is at most2 � Qi2I piQti=1 piThus, in general, security is provided only for jI j � t � 1 (rather than for jI j � t as in case ofShamir's scheme). An advised choice of parameters is to have pi's be of the same magnitude andlarge enough so that 1=pi is negligible in the security parameter.Proof: Let us further generalize the claim and consider, for two integers K;M each relativelyprime to p, the randomized process R :Zp 7!ZpK which maps each s 2Zp to a uniformly selectedmember of fr 2 ZpK : r � s (mod p)g. We are interested in the statistical di�erence between(R(s) modM) and (R(s0) modM), for the worst possible pair s; s0 2 Zp. (In our case, pdef= p0,Kdef= Qti=1 pi, R(s)def=X(s), and M � Qi2I pi.)Clearly R(s) � s+ r � p, where r is uniformly chosen in ZK (and same for R(s0)). So,[R(s)]M � [s]M + [r]M � [p]M (mod M)The point is that [r]M is the only randomness in the r.h.s., and that multiplying by [p]M is apermutation over ZM (since p is relatively prime to M). Thus, if [r]M is uniformly distributedoverZM then [R(s)]M and [R(s0)]M are identically distributed. In general, the statistical di�erencebetween the latter is bounded by twice the statistical di�erence of [r]M (where r is uniformly choseninZK) from the uniform distribution onZM. In caseM divides K the statistical di�erence is zero,and otherwise it is (K modM)=K which is bounded above by M=K. The claim follows.13
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